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Protecting campus in this time of 
telework – Why is Email Central?

• Email is the most common attack vector
• 91% of targeted attacks start with email 

– Proofpoint
• ~10% of MSU users WILL answer a phish 

– 2017 penetration testing statistic
• Email compromise attacks more 

common than ever.   IE.  “Are you 
available?”   Gift cards scams, 
sextortion, job offers, fake HRM notices, 
etc.
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Targeted Phish
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Covid-19 Phishing
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Covid-19 Phishing
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Summertime Phishing
Notes

~1500  copies delivered

Hacker did reconnaissance!

Real HRM User with relevant topic!

Fake “look-alike” domain

@msstateeduu.com

Simple payload

Came from a real service!
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Recent Phishes
Notes

This is all that was in the payload. 

A simple PDF that contained an 
image and a link.  This will not 
trigger anti-virus until the URL is 
known to AV vendors.  

MSU scans email with two AV 
products in the cloud before 
delivery.   

Link was quickly blocked but most 
users were off-campus during 
covid-19 crisis.
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Recent Phishes



9

Measures Used to protect users 
That email was deleted from O365 mailboxes

• This is only the second time that has ever 
been done in ITS history.

• Case report forwarded to UPD/FBI/MDITS
• UPD reported 18 victims as of 6/1/2020
• Homegrown “CleanDNS” blocking was of 

limited use due to off-campus teleworkers 
even though they were using MSU equipment 

• Cisco Umbrella in testing but not deployed to 
any roaming MSU computers
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Cisco Umbrella
• First line of defense for campus
• Enforces security at the Domain Name 

System (DNS) layer blocking requests to 
malware, ransomware, phishing and 
botnet command and control before the 
connection is established.   



Safe
Original 
destinations

Security controls
• DNS and IP enforcement

• Risky domain blocking

Blocked
Modified destination

Internet traffic
On and off-network

Destinations
Original destination or block 
page
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Cisco Umbrella

• Umbrella Blocks
• Watering hole compromises
• Malvertising
• Virus Command and Control Callbacks
• OpenDNS is now part of Cisco
• Licensed for MSU Equipment

• Personal Use
• OpenDNS
• Quad9 (9.9.9.9)
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Report a False Positive – Rare but 
possible

Notes

Block page notifies ITS Service 
Desk 

MSU can blacklist specific 
hostname/phishing sites and it 
stops access both on campus and 
roaming systems.   

Please report particularly scary or 
targeted phishing attacks to the 
ITS Service Desk.

Forward as an attachment to:

servicedesk@msstate.edu



Today’s Report







Domain Generation Algorithm
Malware periodically generates Domain 
Names to make it hard to shutdown a botnet





• Less “hobby” hackers more nation-state

• Less “fame” driven, more cybercrime

• Less “visible” behavior, more stealth

• More attacks, more ransomware money, 
more need for security and user awareness
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Teleworking Requires an 
Increased Security Awareness

• Home and Wireless Security

• Situational Awareness

• Physical Protection

• Data Security
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Home and Wireless Security

• Enable network encryption (WPA2 or WPA3)

• Make your wireless network password strong 
and keep it confidential

• Keep your wireless router patched and 
enable auto update wherever possible

• Enable the built-in firewall that generally 
comes with most routers
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Situational Awareness

• Don’t talk about confidential work in a public 
place

• Avoid over the shoulder surfers, turn monitors 
away from windows, drop the shades at night, 
etc…

• Keep non-workers away from laptops/mobile 
devices – Lock screen! (Windows-L shortcut)

• BEWARE the Pandemic/Business Email phishing
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Physical Protection

• Lock your doors!

• Don’t leave your laptop in the car, etc.

• Don’t leave the laptop in the sun, outdoors, edge 
of the concrete pool….

• Encrypt your laptop so if it is stolen it’s just a 
theft, not a data breach

Ponemon Institute's Cost of a Data Breach Report, an annual compendium of data breach trends 
that over the years has become a barometer of sorts for the information security industry, in 2020, 
data breaches on average cost $3.86 million



26

Data Security
• Install the Cisco Umbrella Roaming Client

• Leave work at work and Remote Desktop via the 
VPN for access if applicable

• Don’t conduct MSU business via personal 
accounts whether in email or dropbox, etc.

• Don’t allow family members to use work systems

• Use University supported Microsoft 365 (2fa) 
cloud services. Share files with CAUTION.

• Think before you click!



Cisco Software Protection for 
MSU

• Integrated threat investigation
• Cisco Threat Response
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Cisco Talos

• Largest non-government threat intelligence 
organization on the planet

• 250+ full-time threat researchers and data 
scientists

• Blocks 20 billion threats per day

• The huge volume of traffic on Cisco means Talos 
can see more and respond with blocking and 
analysis
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Questions?
General Discussion
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